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Abstract. This article presentsa random-
ized algorithm for leader election which uses bi-
directionalityof anasynchronousring to forcea node
to “commit” to a coin flip by sendingit in both di-
rections.The algorithmis fault-detectingin a strong
sense:it worksif andonly if thereis aconnectedseg-
mentof

�������	��

�
non-faulty processors(

�
= ring-

size). Faulty processorsmay do anything to disrupt
the algorithm—even communicateoutside the ring
and cooperate. The algorithm guaranteesthat each
non-faulty processorin the segmenteitherhasprob-
ability

���	�
of beingelectedleaderor will receive a

faultmessage.

1. Intr oduction and Moti vation.

Standardalgorithmsfor electinga leaderin a ring
fail if one or more of the processorsis faulty or
“cheats,” i.e., tries to alter election probabilitiesor
triesto disruptthealgorithm[Abra 89], [Itai 81]. (The
interestingarticle [Gold 87] considersonly lost mes-
sagefaults, while [Brem 89] considersgeneralsyn-
chronousnetworks of boundeddegree.) This arti-
cle studiesa coin-flipping protocolwhich detectsall
faults:�

Eachprocessorflips anunbiasedcoin.�
Only thetotalH-T configurationonthering de-
terminestheoutcome.Faultyprocessorscannot
usedeterministicflips to changethe probabili-
tiesunlessthey havepriorknowledgeof all other
flips.

�
This material is basedin part upon work supportedby the

TexasAdvancedResearchProgram.

�
Theprotocolsforceeachprocessorto “commit”
to aH or T flip beforeknowing thetotal config-
urationof flips on thering.

Oneproblemis how to getthis“commitment”to a
flip. For example,in anasynchronousuni-directional
ring, a faulty processorcould accumulateeveryone
else’s flip beforechoosingits own. We canseethree
solutions:

(a) Usea bi-directionalring. After an initial Send
in eachdirection,eachprocessorblocksuntil a
Receive in bothdirections.Thentheproces-
sorforwardsbothflips.

(b) Use a bi-directionalring with an agreedupon
clockwisedirection.Eachprocessordoesanini-
tial Send in the clockwisedirection. Then it
waits until a Receive from the clockwisedi-
rectionbeforeacounterclockwiseSend.

(c) Use a synchronousuni-directionalring. Now
every processormust commit to Send a flip,
andcannotwait to accumulateflips.

Considerthefollowing protocol:

Inf ormal Coin-flip Algorithm.
(1) Eachof

�
processorsflips an unbiasedcoin

andsendsits resultaroundthering.

(2) if thenumberof headsis oddthen selectH
(or selectthesubsetof thosewhoflippedH)

elseselectT
(or selectthesubsetof thosewhoflippedT).



This doesan unbiasedH-T coin flip, andit also
selectsasubsetof the

�
processors:thosewhoflipped

H or thosewhoflippedT. Repeatedlychoosingsubsets
of “active” processorswill electa leaderin ��������� ���
rounds,with bit complexity ��� ��� ����� ��� . Thusthebit
complexity is muchgreaterthan[Abra 89] or [Gold
87], but thenumberof roundsandtheelapsedtime is
comparable.

Now supposea processorwantsto cheat. In ap-
proach(a) above,theprocessorcanwait for coinflips
from bothsidesandthenchooseits flip deterministi-
cally. It turnsout that its beststrategy is to choose
theoppositeof theincomingflips if they arethesame.
By thismethodaprocessorcanimproveits chancesof
electionslightly above

���	�
.

The algorithmsbelow yield probability of leader
electionexactlyequalto

���	�
, evenin thepresenceof

this kind of cheating,by choosingthesubsetof those
whoflippedH with probabilityequalto theproportion
of processorsflipping H. This is accomplishedby a
sequenceof coin flips usedto approximatea random
realnumber, agreeduponby all processorsin thering.

Similar remarksapplyto approach(b). Approach
(c) alsosolvestheseproblems,but it hasthedisadvan-
tageof requiringsynchronousprotocolsandwill not
bediscussedfurtherhere.

The algorithmsbelow tolerateup to � �����	 "!#�
many faulty processorsin a connectedsegment,and
requireat least

�������	�$
%�
non-faulty onesin a con-

nectedsegment. Theseboundsaretight. We assume
thefaulty processorshave arbitrarycomputingpower
and that they might cooperateby exchanginginfor-
mationover a channelseparatefrom the ring. Thus
even two cooperatingfaulty processorscould isolate
two segmentsof non-faulty processorsof lengthless
than

�������	�&
'�
andsimulatethebehavior of therestof

thering to thesesegments.(Soanon-faultyprocessor
outsidethemainsegmentof lengthat least

�������	�(
)�
hasno guaranteesat all.) We assumethat faulty pro-
cessorsdo not have accessto a ring segmentof non-
faultyprocessorsexceptat theends.

2. Algorithm Descriptions.

Configuration. Supposethereare
�

processors*�+
, ,.-0/1- �2!3�

, arrangedin a bi-directionalasyn-

chronousring,with
*4+

connectedto
*4+�576

andto
*4+�896

,
using arithmetic :;�=< � . Assumethereare as least�������	�>
?�

non-faulty processorsin a connectedseg-
ment, and assumethe ring size

�
is known to each

processor. First considerthe following basisfor our
otheralgorithms(samplecodefor this algorithmap-
pearsin anAppendix):

Basic Algorithm (B). Each processorflips a
coin,andall agreeoneachothers’results.

(1) Each
*�+

independentlychoosesan unbiased
flip, H or T (0 or 1).

(2) Each
*4+

sendstheflip to
*4+�576

andto
*4+�896

(1
bit message;2 bits including a possiblefault
message).

(3) Eachprocessorblocks until the flips are re-
ceived in both directions,and then forwards
thecoinflips.

(4) Repeatsteps(2) and (3) until each
*4+

’s flip
goescompletelyaroundthering in bothdirec-
tions.

(5) Each
* +

keepsa recordof theflip valuesfrom
both directions,in 2 arraysof

�
bits, along

with a recordof theoriginalflip.

(6) If thearraysdo not agree,or thelastvaluere-
ceived in eitherdirection is not the one sent
out, thenfailur edueto faultyprocessor. Initi-
ateandsendafaultmessagein eachdirection.

(7) In casethereareno faults,denotethenumber
of headsby

�9@
, the numberof tails by

�7A
.

Thenonehas
�9@B
2�7A'C3�ED ,F- �9@GDH�7A - � .

(8) If a fault messagecomesin either direction,
thenforward oncein the samedirection. Do
not senda fault messageto a processorwhich
hasalreadysenta fault message.

Thecoin flip algorithmbelow reliesonly on thenum-
ber of headsor tails, while thesubsetalgorithmpro-
ducesa subsetof thesetof activeprocessors.

Coin Flip Algorithm (F). All processorsagree
onasinglecoinflip. Requires

�JILK
(
�JINM

if there
is anagreedclockwisedirectionin thering).

(1) PerformtheBasicAlgorithm (B).

(2) If
�9@

is oddthenagreeonH elseagreeonT.



SubsetAlgorithm (S). All processorsagreeon
a subsetof the O “active” processors.Inactive pro-
cessorscontinueto participatein the Basic Algo-
rithm (B) and the Coin Flip Algorithm (F). Good
for any O IP�

. Input to the algorithmis an array
of
�

bits, with O of themsetto 1, showing which
processorsareactive.
(1) Perform the Basic Algorithm (B), and all

agreeon which of O @ active processorsgot
H andwhich of O A active processorsgot T,O C O @ 
 O A , and ,F-NO @ D O A -#O . (The
inactiveprocessorsproduceflips, eventhough
thevalueof theflip is not used.Usetheinput
bit arrayto filter out theinactiveprocessors.)

(2) If O @)C O or O A'C O thenlet thesubsetbe
all O processors,andterminatethealgorithm.

(3) Otherwiseset Q C O @>� O D ,;R#QSR � .
(4) Invoke the Coin Flip Algorithm (F) repeat-

edly (using all processors,not just the “ac-
tive” ones)to producebits of a randomreal
number T until it is clear whether TURVQ orQSRLT . (Producebits ,=WYX 6 X � X[Z\W]W]W[X_^ until either,=WYX 6 X � W]W]W[X`^Ga#Q or ,=WYX 6 X � W]W]WbX_^ ����� W�W�W&RNQ .)

(5) If TcR#Q thenlet thesubsetbethosewhochose
H elseif TcaNQ thenlet thesubsetbethosewho
choseT.

Leader Election Algorithm (L). A ring of pro-
cessorselecta leader. Goodfor

�JILK
.

(1) Initially let all processorsbeactive.

(2) Invoke theSubsetAlgorithm (S)repeatedlyto
producesuccessive subsetsof the set of ac-
tive processorsuntil thereis only one active
processor(or only two adjacentactiveproces-
sors).

(3) To preventa possiblestalematein thecaseof
two adjacentprocessors,theSubsetAlgorithm
mustbe modifiedso that theseprocessorsdo
not sendtheir initial flips to eachother, but
only sendthemaroundthering.

3. Typesof Faults.

A singlefaulty processormight do somethingin-
correctat any stepof any algorithmor might halt and

refuseto continue.An exhaustivelist of faultsthatcan
occurfollows:

Type DF, DeterministicFlip: At the startof any
round, wait until flips from both directionsare re-
ceived andthenchooseH or T deterministically. (In
the caseof a ring with an agreeduponclockwisedi-
rection,wait until a flip from theclockwisedirection
is receivedandthenchooseH or T deterministically.)

Type IM, Initiate InconsistentMessage: At the
start of any round,sendH oneway andT the other
way.

Type CM, Change Message: At any point in the
protocol,forwardT whenH is receivedor eventually
received,andvice-versa.This includesthepossibility
of sendingH (determinedrandomlyor deterministi-
cally) beforereceiptof T (andvice-versa).

Type BR, Broken Ring: In either direction (or
both directions),fail to initiate a messageor fail to
forward a message.Messagesin the otherdirection
arethenalsoblockedat this processor, asrequiredby
thealgorithm.

TypeFM, Fault Message: Initiateafaultmessage
whenno fault hasoccurred.For example,a processor
might do this if it wasnot happy aboutthe way the
leaderelectionwasgoing.

TypeNF, NoFault message: Fail to initiateafault
messagewhena fault hasoccurred.

Type SP, SimulateProcessor:Severalprocessors
cooperateto simulatethe existenceof a whole ring
section.

Type SM, StaleMate: In caseonly two adjacent
processorsremainactive,useTypeDF faultsto force
an endlesssequenceof the selectionof both proces-
sorsasthenew setof activeprocessors.

We may have up to a connectedsegment of� �����	 �!d�
cooperatingfaulty processors.Postanal-

ysisoutsidethering will often tracea fault to oneof
two processorson the ring, sincemany faultswould
show up asa disagreementaboutwhat wassentand
whatwasreceived.(A communicationslink fault that
altersamessagewould look thesame.)

If a faulty processorinitiates and sendsa fault



messagein onedirectionwhentherehasbeennofault
(TypeFM), this might resultin no informationabout
who initiated the fault message.The bestonecould
do is to keeptime stampsof fault messagereceiptfor
postanalysis.

In caseof non-cooperatingfaulty processors,al-
mostany fault (exceptTypeDF) wouldbedetected.

4. Results.

THEOREM 1. Supposethe Coin Flip Algorithm
(F) is carried out with at mosta connectedsegment
of � �����	 e!#� cooperatingfaultyprocessors.

(a) In the presenceof Type DF faults, the algo-
rithm producesan unbiasedH or T for

�fIgK
(for�JINM

if there is anagreeduponclockwisedirection).

(b) In thepresenceof faultsof TypesIM, CM, FM,
or NF there is a guaranteethat everynon-faultypro-
cessoron the main segmentwill receivea fault mes-
sage.

(c) TypeSPfaults are eliminatedsinceeach pro-
cessorknowsthe ring size, while TypeBR faults re-
quire that there be somemaximumallowedresponse
time.

THEOREM 2. Suppose
�

is knownto all proces-
sors. Supposethere is at mosta connectedsegment
of � �����	 h!i� cooperating faulty processors. Perform
theLeaderElectionAlgorithm(L) to attemptto elect
a leader.

(a) In the presenceof Type DF, consistentSP,
or SM faults, the algorithm will successfullyelecta
leader. Each non-faultyprocessorhasprobability

���	�
of beingelectedleader, andthefaultyprocessorscan-
notalter anyof theseprobabilities.

(b) In a ring with a maximumallowedresponse
timein which

�
is knownto all processors,it is guar-

anteedthat eitheran unbiasedleaderelectionoccurs
or a fault messageis receivedby thewholeconnected
segmentof non-faultyprocessors.

THEOREM 3. TheLeaderElectionAlgorithm (L)
concludesin ��������� ��� roundson theaverage. Thebit
complexity is ��� ��� ����� ��� on theaverage.

In fact,simulationsshow that thenumberof sub-

setstaken is easilyboundedabove by
� ����� � �j�h
?�

,
andeachsubsetinvolvesatmost3 coinflip rounds.

5. Outlines of Proofs.

It is easyto seethat in the absenceof faults the
Coin Flip Algorithm (F) producesan unbiasedflip.
Supposeone hasa segmentof up to � �����	 F!k�

co-
operatingfaulty processors.(Justthe two faulty pro-
cessorsat thesegmentendscouldsimulatethewhole
segment.) In this case,beforeany of the faulty pro-
cessorsseethe innermostflip on the non-faulty seg-
ment,they mustall agreeonaconsistentcollectionof
flips, or faceaneventualfault message.Thusat least
this innermostflip is independentof all other flips.
Any deterministicflips of the faulty processorswill
becombinedlaterwith this unbiasedflip, to produce
anoverallunbiasedH-T outcome.

Let lm��O � denotetheprobabilitythatagivennode
in a subsetof size O will eventuallybeelectedleader� � -%On- ���

. We wish to show that lm��O �hCo��� O .
Supposeat thenext stagewechoosesubsetsof sizesp
and O ! p;� � -#pq-#O � . Supposetheprobabilitythat
our givennodeis in thesubsetof size p is r , ,�RsrtR�
, say, and

�u! r thatit is in thesubsetof size O ! p .
If it is in the subsetof size p , thenits probability of
leaderelectionis vwyx lm�zp � , wherethe vw factorcomes
from steps(3)–(5)of theSubsetAlgorithm. Then{j|~};��� �$���} �b{j| � ���f|����S�=��� }0� �} �[{j|~}�� � �

� �$� �} � �
�
�o|��m�S�=�7� }y� �} � �}y� �� �}U�

by completeinduction. It is interestingthat thealgo-
rithm worksno matterhow thesuccessivesubsetsare
determined,aslongasonedoesnotkeepselectingthe
wholeactiveset.

The Subset Algorithm (S) will terminate in
slightly lessthanthreecoin flips on theaveragesince
step(4) of it will involve oneflip half the time, two
flips a quarterof thetime, threeflips aneighthof the
time, andsoforth. Thustheexpectednumberof flips
in step(4) will be�

� 

�
K 


M
� 
 W]W]W 


�
�	� 
 W]W]W Ci� W

Step(4) ensuresthat the two complementarysubsets



eachhasprobabilityof selectionequalto theirrelative
sizes.

TheLeaderElectionAlgorithm (L) will halve the
sizeof theactive subseton theaverageat eachstage,
soit will require ��������� ��� coinflips or rounds.

6. Conclusions.

We have presenteda simpleleaderelectionalgo-
rithm in a bi-directionalasynchronousring. The al-
gorithmwould be practicalto implementanduse. It
is completelyfault-detectingin the sensethat a con-
nectedsegmentof up to � �����	 1!L� faultycooperating
processorstrying to alteror disruptthealgorithmhave
only two choices: (1) allow eachof the non-faulty
processorsonthecomplementarysegmentprobability���	�

of beingelectedleader(
�

= ringsize),or (2) face
thefactthateachnon-faultyprocessoronthesegment
will receive a fault message.The bit complexity is
muchgreaterthanmethodswhichdonotdetectfaults,
but the elapsedtime (= numberof rounds)is of the
sameorder.
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Appendix.
Samplecodefor the BasicAlgorithm (B).
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